Cybersecurity checklist for
DC plan sponsors
In April 2021, the Department of Labor (DOL) released guidance for defined
contribution (DC) plan sponsors, fiduciaries and participants regarding
the protection of retirement benefits and personal information against
cyber threats. The DOL issued its guidance in response to a report from the
General Accounting Office released in March that recommended the DOL
clarify fiduciary responsibilities regarding cybersecurity. Although the DOL
guidance stopped short of addressing specific fiduciary responsibilities, the
DOL has begun a new audit process for retirement plans on cybersecurity.
Administering retirement plans includes the handling of
personally identifiable information (PII) by plan sponsors
and their service providers. Beyond the risk of DOL
audit, ineffective security controls can lead to the loss
or unauthorized disclosure of PII or plan asset data —
or worse, the theft of retirement savings of individual
participants. The FBI receives 3,000 to 4,000 cybersecurity
complaints daily, up from 1,000 per day before the
COVID-19 pandemic.

Confirm that the committee agrees to perform on an
ongoing basis any specific actions identified, including
documenting the activity and its completion. Regular
review of any such policy and committee charter is
also important.
2.

Regularly communicate with participants regarding
best practices2 for protecting their accounts from
cyber threats and fraud. This should include enrollment
communication and annual communications specifically
on this topic. Use your recordkeeper as a resource
to expand the messaging. For years, sponsors have
directed participants to take a “set it and forget it”
approach to their accounts, but active participants are
more likely to identify a one-off breach of an account on
a timely basis. Document communication activity within
sponsor records.

3.

Review the annual audit report issued on the plan
recordkeeper’s systems and processes, identify
any relevant findings impacting the plan and help

Cybercrime costs are predicted to reach $6 trillion annually
in 2021.1
Mercer believes there are steps plan sponsors and fiduciary
committees can and should take now to begin to codify
their own monitoring and communication efforts.
1.

Consider establishing a policy regarding
cybersecurity monitoring, or amend the committee
charter to define the oversight that will be conducted
and the responsible parties within the organization.
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ensure that changes have been implemented to
address shortcomings. To the extent that committee or
internal company resources do not have expertise in
this area, engage with an external resource to support
the review process. Monitor recurring or significant
issues to determine whether to take action on finding
an alternative provider. Document audit activity within
sponsor and committee records.
4.

Identify any third parties or advisors that have
access to PII or participant financial information
through the recordkeeper, and determine what
ongoing review of their practices should be conducted.
Many recordkeepers outsource statement mailings or
communications support that can require the sharing of
participant data with third parties.

5.

Understand the fraud policy offered by the
recordkeeper, and monitor ongoing changes to the
policy by requesting at least annual updates. Although
most recordkeepers are willing to make participants
whole for losses incurred through no fault of the
participant, some have begun to add stipulations
regarding actions that the participant (or the sponsor)
must take to be eligible. Confirm that the recordkeeper’s
fraud policy extends to any contracted third parties.

6.

When evaluating alternative recordkeepers, include
cybersecurity and fraud prevention questions in any
requests for proposal issued, and consider responses
to those questions in the evaluation and selection
process. To the extent that external parties are part
of the service delivery (external custodians, partners
for nonqualified plan services, etc.), confirm that all
organizations are evaluated.

9.

Use interim fee benchmarking projects to gather
insight into marketplace practices, and negotiate
contractual changes or service enhancements
where appropriate. Keeping abreast of changes
in the marketplace is necessary to verify whether
the incumbent remains current and preferably
market leading.

Review the contract with the recordkeeper to help
ensure it aligns with your organization’s expectations on:
a. Use of participant data, particularly regarding
services outside the qualified plan
b. Financial commitments to reimburse participants
if account breaches occur and duration of such
commitments
c. Timely notifications to you as plan sponsor regarding
data security or fraud activity impacting your
participants or systems
d. Oversight of third parties contracted by the
recordkeeper
e. Level of support provided for the annual review
of cyber practices and corresponding service level
agreements
Engage an external expert to assist with contract review
to ensure industry standards are being considered.

7.

8.

Conduct annual meetings between the recordkeeper
and the committee regarding cybersecurity, and
include internal experts. Share with the committee
materials prepared internally or externally reviewing the
recordkeeper’s capabilities, and reflect the due diligence
undertaken in meeting minutes.

10. Engage internal or external resources as
appropriate. Committee members typically are not
cybersecurity professionals or DC plan specialists;
leverage internal IT expertise and/or external resources
as appropriate to review recordkeeper capabilities
and contractual commitments. Recognizing that IT
professionals do not necessarily have expertise in DC
plan administration, consider whether an education
session for the IT team would be helpful.
We expect cybersecurity to continue to evolve and to be a
mainstay of DC plan management and administration. The
DOL may yet clarify the fiduciary responsibilities associated
with cybersecurity, but until then, these are the actions plan
sponsors and committees should take.
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